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Abstract:
Networking was a technological revolution and nowadays has become a necessity.
The Internet became a great tool for scientists as it helps communication of research
data worldwide in a single moment. Internet of Things (IoT) is one of the last
networking revolutions. Though it’s been many years since it’s been proposed (1999),
the last years had a tremendous development. It enables “things” to communicate
and gather information or being controlled through a single network. The gathered
data can be accessed through the global Internet and being processed by anyone who
is authorized to. In agricultural activities, IoT can be of a great help, as there can be
many smart devices acquiring environmental data all over cultivations,
communicating to a server, or the cloud, through the Internet and store their data for
further analysis. Through this IoT to Internet architecture, Agriculture scientists, as
well as farmers, have the benefit to achieve more effective and with higher quality
agriculture productions. In this paper a multi-node system is presented for taking
environmental measurements as well as measurements specific to insecticides and
pesticides. The nodes can cover a big area, communicate wirelessly to a Master Node
that will be used to upload the data to the internet using GSM/GPRS cellular network.
All nodes consume ultra-low power, being powered from small batteries for a long
time.

Keywords:
Internet of Things (IoT), Low Power, Smart Farming

1. Introduction

mailto:eliaschr@gmail.com
mailto:rigakis@chania.teicrete.gr
mailto:potamitis@hmu.gr
mailto:papakitsev@uniwa.gr


Volume 3, 2019 ISSN: 2617-3530
DOI: 10.31058/j.as.2019.33001

Submitted to Agricultural Studies, page 35-48 www.itspoa.com/journal/as

In 1999, Kevin Ashton introduced the Internet of Things (IoT) concept [1]. It
described a system where physical world ‘things’ could be connected to the internet.
The whole approach used RFID technology. Since then, IoT is of great use in many
ways, from Smart Home, to Healthcare, to Emergency Rescue Services [2] and the list
goes on. As the Internet has evolved from www (simple static web pages) to web2
(social networking web) to web3 (ubiquitous computing web), and still evolving, IoT
became the ability to connect ‘Things’ through it, making them collect data, enabling
both other ‘things’ and human to get to know the environment better. As it is expected,
about 24 billion devices (‘things’) will be interconnected by 2020 [3].
Agricultural field could greatly benefit from IoT. There are proposed systems of

IoT, using RFID or even WiFi network to let devices communicate with the cloud [4],
having other kind of controllers, as PLCs, to control the environment [5]. Though they
are general propositions they could be also used for soil monitoring and control. There
are also proposed systems specifically for Smart Farming or Precision Agriculture.
They used to monitor environmental parameters in the field, monitoring soil moisture,
groundwater, and provide irrigation control using a whole Wireless Sensor Network
of IoT [6,7]. The way a farmer can access the measured data differs from receiving
messages on his cellphone [8], or using the Internet (usually cloud storage) were they
are presented on a web page. The latter, of course, is a great way for scientists to do
research on creating more productive cultivations.
IoT is not only for irrigation control. Control of Insecticides and Pesticides is

feasible due to IoT [9]. Special sensors can sense insects and keep track of their
population according to environmental parameters. Agriculturists and farmers can act
in the proper way to control the damage of the cultivation. There are also complete
systems proposed [10], able to even fetch video data from drones. Contrary, they have
the drawback of being complicated, expensive and consume much power. The latter is
covered by battery backed solar panels, where possible. Most of the used
communication technologies have their pros and cons, with the majority of them
needing much power, while in most cases the sensors should be able to be powered by
batteries without the need of a solar panel. The need to use buried in the soil sensors
[11] is another problem that should be faced, as WiFi communication is very weak in
such cases. A wireless measuring system, as the one described in this paper, uses a
slightly different approach to the problem of communication. No RFID or WiFi
networking is used, as they cannot cover a large area of some kilometers or consume
much power. Instead it takes advantage of IEEE 802.15.4 [12] as Wang et al. do [11],
but at the Sub-1GHz frequency band, providing ultra-low power sensing covering a
large area. The measurements appear in real time on the server’s web page. It is used
for real field experiments – not simulation. It’s consisted of a Master Node that is the
gateway of the IoT network to the internet and many Leaf (or Slave) Nodes that
perform the necessary measurements and send the data to the Master Node for further
processing, storage or handling. The code of both the Master Node and the Slave
Node are given public through GitHub (see subsection 2.6 Materials).

2. System Architecture
The whole system presented is based on an RF enabled microcontroller of Texas

Instruments: CC1310. It is an ultra-low power microcontroller that contains three
microprocessor cores. One core is the programmable core that runs the application of
the Master Node. It is an ARM Cortex-M3. This is the main core of the
microcontroller. The second core is an ARM Cortex-M0 that forms the RF Modem. It
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can be programmed to communicate at the Sub-1 GHz band. In Europe the assigned
frequency for IoT communications is 868 MHz. The third core is an ultra-low power
core (not an ARM one) called Sensor Controller Engine that is used to monitor the
peripherals of the whole microcontroller system and is able to signal an interrupt to
the main ARM Cortex-M3 core when there is a valid event. This core is also
programmable and it consumes much less power than the main one when running.
The application programs that run on both parts of the system (Master and Leaf

Nodes) are based on Texas Instruments’ real time operating system, TI-RTOS, and
the EasyLink RF framework (part of SimpleLink SDK). TI-RTOS is a real time
operating system offering low power consumption, task creation, semaphores, event
listeners, timers, clocks, hardware and software interrupts and everything an operating
system provides. The RF EasyLink framework is also written by Texas Instruments to
support RF communications for its RF microcontroller’s family. It provides an easy
way to configure the RF core and perform packet communications, point-to-point
usually. The only drawback is that it does not include any kind of CSMA/CA making
the development of a complex application not having a way to check the RF channel
availability before using it. As a result, many nodes can transmit packets at the same
time without taking care of a collision avoidance of data. The code was edited and
enriched with this functionality, based on the Listen-Before-Talk RF Driver Example.
The network topology of the whole wireless system is selected to be star formed,

for it uses lower resources, thus lower power consumption. It does not need to use
routing protocols as i.e. in a mesh network. It also requires less memory footprint and
RF activity, which is the power hungry service, is enabled for shorter time.

2.1. Listen Before Talk as CSMA/CA
The CSMA/CA technique used is based on the Listen Before Talk RF Driver

Example from Texas Instruments and is illustrated below (Figure 1). When a packet
transmission is needed, instead of a call to CMD_PROP_TX command, a whole
command chain is created. A command chain either succeeds when all of its
commands succeed, or fails if any of its commands fail. So, the first scheduled
command is a CMD_NOP that performs no RF operation, but is scheduled to start
after a random interval. After the CMD_NOP interval, a CMD_PROP_CS follows
that enables Rx and checks for an RF signal. It measures the RSSI and if it is found
below RSSI threshold (defined in the associated file of the application) it fires a
PROP_DONE_IDLE signal that triggers a CMD_PROP_TX command to transmit the
needed packet. By the end of packet transmission the command chain is considered
successful and exits.
In the case where CMD_PROP_CS finds the RF channel busy for a short period

(also defined at the associated file of the application) of time in microseconds, it
signals a PROP_DONE_BUSY which triggers the CMD_COUNT_BRANCH
command. This command counts down its counter by one and if the counter is still
positive it returns control to CMD_PROP_CS once more. If the counter reached 0 the
command chain terminates. The initial value of the counter is defined at the associated
file of the application.
Once again, the reason for preferring this technique is its simplicity and less power

consumption than a more sophisticated algorithm requires.
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Figure 1. Listen Before Talk as CSMA/CA.

2.2. Real Time Clock (RTC)
The microcontrollers used for the application of the Pitfall Traps contain a Real

Time Clock that is a subsystem that counts time with extreme accuracy. The
subsystem uses ultra-low power and is very configurable to even counterbalance
crystal oscillator’s offset. The RTC of the system counts only seconds and sub-
seconds. There is the need of creating valid timestamps according to date/time values
and perform conversions from timestamps to date/time and vice versa. A problem is
that TI-RTOS uses RTC for its internal synchronization so it is not possible to alter its
value. When BIOS starts the value of RTC is reset. The trick to do our job is to keep a
timestamp difference from the value of the RTC (set by TI-RTOS) to the current time.
Using this time interval, all the necessary conversions and time-keeping can be
performed without interfere to TI-RTOS synchronization.

2.3. RF Communication Protocol
The communication protocol is based on IEEE 802.15.4 [12], working at 868 MHz.

The total packets are formed by the EasyLink framework and in their payload the
system’s packets are embedded. The communication channel opens up at specific
intervals. The default communication period is 10 minutes, but it can be altered by the
user of the system using just an SMS to the Master (more on this later). The
maximum window the communication channel stays active is at most 2 minutes, but
at least 1 second to help Leaf Nodes synchronize their RTCs. If the Master Node
realizes that all the Leaf Nodes have communicated data to it, it deactivates the RF
channel earlier; since it is not anymore necessary and no other communication is
expected. This way it preserves battery power.
When it is time, the Master Node starts transmitting Beacon Packets. The Leaf

Nodes receive those packets and recognize if the Beacons belong to their Master Node.
They are synchronized to it and exchange data. In order for the Master Node to accept
data from a Leaf one, the Leaf Node must get registered to the network the first time it
is going to be used. This is done by the user of the system. The user pairs the two
devices (the Master Node and the Leaf one) by pressing the appropriate buttons on
both devices. Upon registering, the Master Node assigns a short address to that
particular Leaf Node. The short address will never change, even after power cycling
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the devices. The Leaf Node is also synchronized to the time window the Master will
open the RF channel for data exchange and follow that schedule.
The following figure (Figure 2) presents the packets exchanged between a Leaf

Node requesting registration and the Master. Actually, in the diagram there are many
Leaf Nodes present for a complete illustration of all possible situations; already
registered node requesting registration, not registered node requesting registration and
a node that its packet is not received correctly due to noise. The Master is in normal
mode at the first part and in Sync mode at the second (The Master enters Sync Mode
when the user instructs it that it is going to register a new node in its network).

Figure 2. Leaf Node Registration Process.

During RF activity, the Master Node sends beacons every 250 ms. The Leaf Nodes
respond after receiving one. The nodes that need to register to the network send
registration request packets. When in normal mode, the Master accepts only
registration requests from nodes that are already registered. In this mode the Master is
not allowed to accept new nodes. So, in the previous illustration, the answer to the
unregistered node is RegisterNAck while the answer to an already registered node is
RegisterAck. When the user instructs the Master to enter Sync mode, by long pressing
the SYNC button, the Master responds to a register request from both registered and
unregistered nodes with a RegisterAck packet. The only reason for an unregistered
node to receive a RegisterNAck packet is the chance of the Master not having any
more short addresses unassigned. In every mode when the Master receives a packet
that is not correct (CRC does not match) then it responds to the Leaf Node with a
NAck packet.
The purpose of a network is the data exchange between the two terminal nodes. For

this reason different types of packets that can be used. In our case the Master Node
synchronizes its real time clock with the internet server. The Leaf Nodes must
resynchronize their real time clocks to the Master’s. In that way the RTC of the nodes
are always current and correct. There are also some parameters passed from the
internet server, to the Master Node, for each Leaf Node registered in its network. The
Master must send these parameters to each corresponding Leaf Node. Another part of
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the communication is the event timestamps fetched by the Leaf. They must be sent to
the Master in order for it to forward them to the internet server.
For all these aspects of the communication to be covered, there are two kinds of

requests; one for exchanging only parameters from the Master to the Leaf Node and
one that includes event timestamps data from the Leaf Node to the Master, together
with the data sent from the Master to the Leaf Node. The first kind is used by the Leaf
Node when it does not have any timestamp data to send. The Figure 3 presents the
packets exchanged in that case. When the GetInfo packet comes from an unregistered
Leaf Node or it contains errors (CRC checksum is not correct) then the packet is
discarded and no answer is returned from the Master Node. Otherwise, when the
packet is correct and comes from an already registered node, the Master sends back a
NodeInfo packet. Again, when there are parameters sent to the Leaf Node that need a
confirmation (such as a Reset command asked by the user), the Leaf Node sends back
an Ack packet to confirm that it received and parsed that parameter. If there is no such
parameter in the NodeInfo packet, no Ack is sent back.

Figure 3. Data Exchange between Nodes.

Another reason for GetInfo → NodeInfo communication set is for the Master to
ensure the Leaf Node is up and running, as well as its battery level, when there are no
events recorded since their last communication. When there are recorded events, the
Leaf Node needs to send them to the Master. The latter will forward them to the
internet server. This kind of communication is different from what described up to
now, for data exchange. The Leaf Node does not need to send GetInfo packets, as the
job is done through Data packets. The communication is illustrated in the following
figure (Figure 4).
Each time a node needs to send event timestamps, it uses a Data packet. When a

packet comes from an unknown (unregistered) node, it is discarded. If the Data packet
received by the Master does not contain a valid CRC, it is supposed to be erroneous
and the Master returns a NAck packet to inform the Leaf Node that it did not receive
the data correctly. A packet is identified by a session and a packet number. Every time
an RF activity starts, a Leaf Node starts a session, in order to send all the recorded
events. If the number of events is big, i.e. they cannot fit in only one packet, the Leaf
Node will try to send more than one packets to complete the transaction. Those
packets belong to the same session. Every packet has a unique number inside the
session. This number is used for the Leaf Node to identify the packets acknowledged
by the Master. Those that weren’t, will be retransmitted.
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Figure 4. Data Exchange with Event Timestamps.

Possible answers to a Data packet are:
Ack: The packet is received and parsed correctly.
PAck: The packet is received and parsed correctly, but the Master was not able to

store all the transmitted events (perhaps due to lack of memory).
NAck: The packet contained errors. It could not be parsed.
The PAck and Ack packets are almost the same. The difference is that the PAck

packet announces the number of events accepted by the Master Node. If the memory
space of the Master Node is not enough to hold all the transmitted events, the Master
returns a PAck packet that contains the events stored in its memory. When the Leaf
Node receives a PAck packet from the Master it should stop transmitting any more
Data packets. If there are any other data packets, they will be rejected by the Master
using a PAck packet with events count field equal to ‘0’.

2.4. Master Node
The Master Node is the gateway of the Leaf Nodes to the internet. It creates a star

topology network, being the center of it and providing services to all the Leaf Nodes
that belong to its network. It is developed on a SmartRF06 development board of
Texas Instruments. Its application uses three tasks:
RF Task for handling RF communications;
UART_GPRS Task for handling GSM messaging and GPRS internet

communications;
Main Task that synchronizes the other two tasks and performs basic data handling

from packets and server parameters received through internet.
The Main Task synchronizes the other two and performs some background parsing

of RF packets received. It has lower priority from the RF Task, so the reception and
temporary storage of the RF packets takes precedence over their parsing. Upon
initialization, it sets the RTC and binds two buttons to specific functions. The first
button is the ‘Receive SMSs’ button, that triggers the GPRS Task to read and parse
possible SMS messages from the cellular telephony network. The button used is the
‘Select’ button of SmartRF06 board. The second button is the one that triggers a
HTTP Settings request to the internet server. The button used is the ‘Up’ button of the
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SmartRF06 board. Of course they can be redefined easily in the respective file of the
application.
After the above initialization, the main task triggers the UART_GPRS task to

perform SMS fetching and parsing. Every SMS message received is parsed and its
parameters are stored in memory. After waiting for some time for new incoming SMS
messages without getting any, a GPRS channel is opened to get synchronized with the
internet server and fetch all necessary parameters for its Leaf Nodes. This happens
until there is a successful communication, since the parameter fetching and RTC
synchronization are mandatory.
Finally, the RF task is triggered to give the chance to the Leaf Nodes to get

synchronized with the RF communication intervals and also set their RTCs according
to that of the Master. Then the system enters low power mode, entering an eternal
loop that controls all the functionality of the node. Every time there is an event from
the tasks, the system wakes up and serves this event. There can be more than one
event in the queue, so the main task checks for them one by one. First, the GSM
events are checked and if there is one, the system calculates the time interval for
retriggering the UART_GPRS Task. This interval is calculated according to the type
of request issued to GPRS and if it was successful or not.
Then, the RF events are checked. First the event for new data packet is checked. If

there is any new packet received, the RF Task signals the packet processing need to
the main task. When the latter receives this event, it checks all the packets that appear
in the Packet Queue, one by one. For the packets of type Register, Data, or GetInfo, it
calls the appropriate parsing function. When an Ack packet is received the loop
checks, in the list of expected Acks, if there is an Ack packet expected from the
respective Leaf Node. If not, the packet is ignored; otherwise it flags this Ack packet
as “Used” by setting its node short address to ‘0’ and resets the flags needed to be sent
to the corresponding Leaf Node. Then, there is a cleanup of the list of expected Ack
packets that removes all the expired or used packets that appear in the beginning of
the list. If there are still Ack packets expected, it reschedules the timeout of the Ack;
an Ack packet needs to be received within a short time from the communication to the
Leaf Node that must answer. If there are no more Ack packets expected, the timeout is
cleared. Finally, the already processed packet is removed from the Packet Queue and
the loop is reentered, until all packets in the Packet Queue are processed. After all the
RF activity is done, the wake-up of the RF task is rescheduled for the next time
window.
The RF task, upon initialization, registers the ‘Right button’ of the SmartRF06

development board as the ‘Sync’ button. That button is used for two functions. A short
press opens the RF channel for the Leaf Nodes to get synchronized to the Master
(RTC and time windows the RF activity will take place). It is used when a Leaf Node
has lost connection, i.e. when it is powered off for recharging its battery. The second
function of the ‘Sync’ button is the registration of new Leaf Nodes to the Master’s
network. A long press of the key forces the Master Node to enter the Sync mode,
discussed earlier.
The UART_GPRS task is responsible for GSM and GPRS communications. For the

GSM part, it can receive SMS messages containing parameters to configure the
correct functionality of the system. The GPRS communication is used for
communicating data to the internet server (events from the optical sensor,
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environmental parameters etc.) and also receive parameters for all the Leaf Nodes
from it. It is the most complicated task.
For the system to be able to use the GPRS of the cellular network, it must know

some parameters the provider sets. These are APN, Username and Password. Also,
the system must know the internet server’s IP address and communication port. The
Master Node also has a UID which must be unique. The user may need to adjust the
RF activity period. Last, there can be a calibration value for adjusting the RTC clock
to counterbalance the offset of the crystal oscillator. All these parameters can be set
using SMS messages. There can be more than one parameters set in an SMS message.
The parameters can be:
APN=<GPRS_APN_of_GSM_network>: Sets the APN used to attach to GPRS

service of the GSM provider currently registered. Can be up to 64 characters long.
USERNAME=<GPRS_username_of_GSM_network>: The GPRS service of the

GSM network needs a username and a password. Using this command the username
of the GPRS service of the network is set. Can be up to 32 characters long. It can also
be empty. The default username is empty.
PASSWORD=<GPRS_password_of_GSM_network>: The GPRS service of the

GSM network needs a username and a password. Using this command the password
of the GPRS service of the network is set. It can be up to 32 characters long or even
empty. The default password is empty.
HOST=<Host_URL>: Sets the URL of the server the system will communicate and

issue HTTP requests. It is defined without the request protocol, such as
“www.rhynchos.com”, which is the default Host value. Can be up to 32 characters
long.
PORT=<Server_TCP_Port_number>: Sets the port number the server listens to

requests from the Pitfall Traps Systems. Can be up to 65535. The default value is the
HTTP value, 80.
UID=<UID_of_master_node>: Sets the UID of this Master Node. The UID is the

Unique Identifier the Master will use to communicate to the server and identify itself.
Usually, this is the IMEI of the GSM module, but it can be any other acceptable by
the server value (15 to 16 alphanumeric characters). The default value during
programming of the Master trap’s microcontroller is empty, but on the first run it is
programmed with the IMEI of the GSM module attached to it.
RTCCAL=<RTC_Calibration_Value>: It is the value that should be written to the

microcontroller’s calibration register in order to achieve an accurate Real Time Clock
counting. This is a command to be used only by the designers of the system. It can be
a 32 bit value. For the RF microcontroller the system is built; its default value is
0x00800000.
NODEUPDATE=<RF_communication_time_interval_with_the_leaf_nodes>:

Sets the time interval where the Master will open the RF channel and communicate to
the Leaf Nodes, in minutes. It is a 16 bit value. The default value is 10 minutes.
The GPRS communication is achieved using a SIM900 GSM/GPRS module of

SIMCom Ltd. The microcontroller communicates with the module through UART
serial port. When it is time to communicate to the internet server, the system
constructs a whole GET request and sends it through GPRS to the server. There are
two kinds of requests:

http://www.rhynchos.com/
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Settings HTTP request: It is used to fetch settings from the internet server (set by
the user in the website) for any node, including the Master.
Signal HTTP request: It is used to send event data received from the Leaf Nodes to

the server.
For each request needed, the Master Node constructs the appropriate GET request

to the server, opens up the GPRS communication channel, sends the request, receives
the response and parses it to find if anything was fine or not. A Signal request respond
from the server is the same as that of a Settings request. There is no need to perform
Settings requests from time to time to fetch new settings, probably altered by the user
of the system. This way the communication to the server is shorter, thus preserving
battery power.

2.5. Leaf Node
The Leaf Node is the network node that really produces data. It is connected to a

Pitfall Trap system through a UART port and sends data to the Master Node through
RF communication, as described in the Master Node chapter. The development of the
Leaf Node is done on a CC1310 Launchpad development board of Texas Instruments.
A complete Pitfall trap is constructed as illustrated, below (Figure 5). The left part

is the trap. It contains a microcontroller that takes all the necessary environmental
measurements and also looks for an insect event in the optical sensor. This is the part
that collects data to be sent to the internet server and is based on MSP430F5438A
microcontroller of Texas Instruments. The right part of the trap is the RF part that
takes care of the RF communication to the Master Node.

Figure 5. Complete Pitfall Trap Leaf Node.

The RF communication follows the previously describe protocol. The RF
microcontroller communicates with the trap logic through a UART channel where:
The trap sends parameters and events to the RF microcontroller.
The RF microcontroller sends parameters and commands from the internet server to

the trap microcontroller.
The RF microcontroller may emit informative messages for the RF communication.
The RF application that runs on the CC1310 microcontroller is constructed by two

tasks, one that handles the RF communications and the other that handles UART
communications to/from the PitFall Trap’s microcontroller. The application also uses
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the Flash memory to store necessary parameters and the Real Time Clock of the
microcontroller to keep accurate timing for RF wake-ups.
In the Flash memory of the microcontroller the system stores parameters needed to

be remembered between power-ups of the node. For the Leaf Node these are not so
many as the Master Node needed; only the MAC address of the associated Master
Node and the short address assigned by it during registration are used. The Flash
memory segment contains a table of these parameter sets, to avoid constant
Erase/Reprogram cycles after every registration process, ensuring long life of the
memory and lower power consumption. The used memory segment is only erased
when there is no more space for registration parameters. After every new registration
process, the last parameter set is marked as invalid and the new parameter set fetched
is appended. So only the last set is used by the application.
The Real Time Clock is also used in the Leaf Node application, in the same way as

that of the Master Node. It is used to keep timing for consecutive RF communication
wake-ups and be synchronized with the Master’s RTC. It is also used to convert
Date/Time values to timestamps that reflect the number of seconds passed since
January 1st, 2000. The timestamps are used in the communication packets due to their
shortest representation than Date/Time value sets. The RF task is responsible for
obeying the RF protocol. It must first get registered to the Master’s network, so a
button is used for controlling part of the RF task. The ‘Left Button’ of the launchpad
is used for activating the RF channel of the node when short pressed, for
synchronization purposes. The same button is used for activating the registration
mode, when long pressed. The latter forces the node to request registration to the
Master Node it hears beacons from. Using the beacons can also synchronize to the
activity intervals and RTC of the Master.
The UART task is used to handle the communications between the Pitfall logic and

the RF microcontroller. It uses the ‘Right Button’ of the launchpad to create test
events. When it is pressed, it simulates a stream of data the Pitfall Trap
microcontroller should sent if there was a real event at the time of the keypress. It
forces the system to add an event in the event queue. This event will be sent to the
Master the next time the node communicates with it. This makes debugging easier.
Another important trick used in the UART task is that, according to the datasheet of

the microcontroller, UART peripheral consumes power when it is enabled. In order to
lower the power consumption, the package pins used for UART peripheral are
programmed to function as simple digital I/O pins and not routed to the UART
peripheral. The UART peripheral is not powered on, so the power consumption stays
low. When there is activity fired from the Pitfall trap logic, the CC1310 senses it and
changes the functionality of the pins from simple I/O to UART, also enabling the
UART peripheral. After the UART data have been exchanged, the UART pins
function again as simple I/O and the UART peripheral is shut-down. In this way, the
total power consumption is much less compared to that of when the UART peripheral
stayed on all the time. The only drawback of this technique is that from the time of
activity sensing to the time the UART peripheral becomes ready, the synchronization
of the data stream is lost. So, the Pitfall trap logic is programmed to send a sync
sequence of five bytes first. This sequence helps the UART peripheral to get
synchronized with the data stream. They are 00 FF 00 FF 00. Then the stream of data
from the Pitfall trap is emitted. After receiving the whole stream, the microcontroller
responds with one of:
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OK: Means that the RF microcontroller stored the event record successfully.
SAME: Means that the RF microcontroller found this event already stored in its

database. It will not store it again.
NOMEM: Means the RF microcontroller could not store the event to its internal

database due to lack of memory. The memory will be released at the next successful
RF communication to the Master Node.
There can also be some informative messages from the RF microcontroller to the

Pitfall trap’s one, through the UART channel. These are:
RESET: It is necessary for the Pitfall Trap microcontroller to successfully receive

this message, as this means that the internet server has sent ‘Reset’ parameter with
value ‘1’.
‘RTC:’: It is necessary for the Pitfall Trap microcontroller to successfully receive

this message, as this defines the RTC value sent from the Master Node. The Master
Node always synchronizes its RTC with the internet server. Every time there is an RF
communication, the Master Node synchronizes the RTC of the Leaf Nodes’ to that
received from the server. The RF microcontroller then sends this ‘RTC:’ message to
the PitFall microcontroller for the latter to synchronize its RTC, also. After the ‘:’
character 6 bytes follow that represent the current date/time.
ACK: The system just received an Ack packet. The Pitfall Trap microcontroller

should ignore this message. It’s only informative for RF debugging purposes.
INFO OK: The system just received a NodeInfo packet. The Pitfall Trap

microcontroller should ignore this message. It is used only for RF communication
debugging purposes.

2.6. Materials
The described system is based on Texas Instruments technology. More specific the

following microcontrollers or their respective Launchpad Development Boards are
used:
CC1310 LAUNCHXL Launchpad with CC1310F128 microcontroller;
CC1310 SmartRF06EBK Evaluation Board with CC1310EMK-7XD with

CC1310F128;
MSP430F5438A Ultra-Low Power Microcontroller.
The RF software is developed on Code Composer Studio 6.2.0 and uses TI-RTOS

real time operating system of Texas Instruments. The firmware of the
microcontrollers use EasyLink framework which is provided in SimpleLink
Framework of the same company. The CSMA/CA is based on Listen Before Talk TX
software example of the RF DriverLib. The GSM/GPRS module used for the
communication of the Master Node to the Internet is the SIM900 of Shangai SIMCom
Wireless Solutions Ltd. Finally, the application code of both the Master and the Leaf
node are given public through GitHub, under GPL3 license. Applications are
accessible at:
https://github.com/eliaschr/PitFall_MasterNode.git and
https://github.com/eliaschr/PitFall_SlaveNode.git
for the Master and the Slave Node, respectively.

https://github.com/eliaschr/PitFall_MasterNode.git
https://github.com/eliaschr/PitFall_SlaveNode.git
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3. Results and Discussion
Previous work has been done to create a Pitfall trap network by using stand-alone

nodes. Every node had a GSM/GPRS module that needed a SIM card to be able to
communicate with the internet server. Its drawback is the use of many SIM cards; the
user should remember to top-up them before they expire, or else the communication
will be lost.
Using the described system, a long area can be covered by sensors, using the same

network. Every node consumes very low power and can last for months running on a
Li-Ion battery. Power consuming functions are running for a very short time in a long
period, making their duty cycle low enough and letting a battery powered system stay
alive longer. Additionally, the only node that needs a SIM card is the Master one. This
reduces the cost of topping-up while at the same time the Master Node can be in a
more reachable place, can be powered by the power network or other means (Solar
panels, stronger batteries, etc.), as GSM activity consumes more power than any other
subsystem. The new Leaf Nodes consume less power than their predecessors due to
the absence of GSM need on them and can be powered by smaller batteries, lasting
longer. Solar panels were not used in order not to disturb the physical environment for
insecticides and/or pesticides control, or even giving the ability to the nodes to be
buried in the soil or stay in shady sides. The same application can be ported easily to a
network using the 2.4 GHz frequency, achieving higher transfer rates between the
nodes were needed, without heavy modifications. Higher transfer rate enables Over-
The-Air (OTA) updating of the nodes’ firmware. Last, but not least, the new Pitfall
network can communicate to the same internet server without alterations, as it uses
the same communication protocol as the older, stand-alone, traps.

3.1. Further Work
Further work that should be done is the encryption and authentication of the traps to

the Master network. This prevents a fraud trap in the field and keeps the data safe,
arming the network from unauthorized actions. The internet server could accept POST
requests and the values exchanged could be pure binary, contrary to the GET request
used up to now for simplicity reasons. It could lead to less data volume.
The network of the nodes uses star topology in order to keep the application simple

and need less data exchange for routing. If it was a full mesh network, dynamic
routing protocols and spanning tree protocols should be used, consuming more data,
thus longer and more often RF activity. In order to overcome this wall there could be
intermediate nodes, acting as star Concentrators. They could form a network acting as
Master Nodes, but instead of sending the events data to the internet, they could send
the data to another intermediate or the Master Node of the whole network. This
addition can be done even without changes to the current application. The
intermediate Concentrators could be invisible to the current topology.
Another step of the development of the system is for the nodes to be able to

communicate to more than one Masters, for replication reasons. In case something
happens to the Master, a secondary Master could serve the network. This way the
pitfall network could serve the area under surveillance uninterruptible.

4. Conclusions



Volume 3, 2019 ISSN: 2617-3530
DOI: 10.31058/j.as.2019.33001

Submitted to Agricultural Studies, page 47-48 www.itspoa.com/journal/as

Networking is a technological revolution and nowadays has become a necessity.
The Internet has become a great tool for scientists as it helps communication of
research data worldwide in a single moment. The Internet of Things (IoT) is one of
the last networking revolutions, while in the recent years it exhibits a tremendous
development. It enables “things” to communicate and gather information or being
controlled through a single network. The gathered data can be accessed through the
global Internet and being processed by anyone who is authorized to. In agricultural
activities, IoT can be of a great help, as there can be many smart devices acquiring
environmental data all over cultivations, communicating to a server, or the cloud,
through the Internet and store their data for further analysis. Through this IoT to
Internet architecture, Agriculture scientists, as well as farmers, have the benefit to
achieve more effective and with higher quality agriculture productions. The multi-
node system, presented herein, has been developed for taking environmental
measurements as well as measurements specific to insecticides and pesticides. The
nodes can cover a big area, communicate wirelessly to a Master Node that will be
used to upload the data to the internet, using GSM/GPRS cellular network. All nodes
consume ultra-low power, being powered from small batteries for a long time.
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