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Abstract:

We employed K-means clustering and the Apriori association rule to construct
additional features and trained an XGBoost classifier under imbalanced learning
conditions. The XGBoost model achieved a PR-AUC value of 0.7904 on the test set,
outperforming Random Forest and Logistic Regression models under the same
evaluation criteria. In subsequent ablation experiments, we found that while both
clustering features and association rule metrics provide complementary information,
the association rule metrics contribute more significantly. Shapley analysis further
revealed that model decisions are primarily driven by V14, V4, time (Hour), and other
selected features. Based on the above analysis, we proposed a five-tier risk
stratification strategy to translate predicted probabilities into different intervention
levels. Under conditions of severe class imbalance, combining feature analysis with
rule-based metrics and gradient boosting methods can effectively improve fraud
detection performance; however, our system still requires optimization using longer
and more diverse transaction data.

Keywords:

Credit Card Fraud Detection, Extreme Class Imbalance, XGBoost, SMOTE,
Association Rule Mining, SHAP Interpretability, Risk Stratification, Ensemble
Learning

1. Introduction
1.1. Background and Significance

With the rapid development of digital payments, financial transactions have become
increasingly frequent. Consequently, fraud methods have also become diverse, and
traditional rule-based systems struggle to cope with this complexity: strict rules
sometimes block legitimate users, degrading the user experience, while lenient rules
can directly lead to financial losses. Consequently, modern risk control requires data-
driven machine learning models to identify rare fraudulent behaviors emerging from
massive transaction volumes.

However, in practical applications, deploying these models faces significant
challenges. On the one hand, transaction data suffers from severe class imbalance,
with the number of legitimate transactions typically exceeding fraudulent transactions
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by a factor of 500 or more. Additionally, to protect privacy, feature data is often
anonymized, which directly complicates business interpretation. Furthermore, since
online payments require immediate responses, detection systems must convert the
model’s probabilistic results into actionable business rules in real time—such as
automatic blocking or manual review. Therefore, when designing fraud detection
systems, we must balance risk control while also considering user experience and
operational efficiency.

1.2. Review of Related Work

Early fraud detection systems primarily relied on manually designed rules and
traditional models such as logistic regression. Although these methods are easy to
implement and interpret, their performance is severely limited when fraud patterns
evolve over time [4].

To improve detection performance under conditions of severe class imbalance,
recent studies have adopted ensemble learning methods (such as Random Forests,
XGBoost, and LightGBM), often combined with oversampling techniques (such as
SMOTE or cost-sensitive learning) [2,5]. These methods typically achieve higher
recall rates and greater robustness on benchmark fraud datasets.

Researchers have also explored deep learning models (including LSTM,
Transformer, and graph neural networks) to capture sequential and relational
information in transaction data [13]. However, these models are generally more
difficult to interpret and challenging to deploy in real-time financial systems.

In recent years, the SHAP method has been widely applied in fraud detection tasks
to explain feature importance and model behavior [3]. However, most existing
research focuses on improving classification accuracy, with few studies exploring
how to integrate exploratory analysis, feature engineering, model training, and risk
control strategies. We aim to integrate these elements into a unified fraud detection
framework.

1.3. Objectives and Scope

We aim to construct a practical fraud detection framework for highly imbalanced
transaction data. The primary objective is to analyze statistical differences between
fraudulent and legitimate transactions, particularly regarding transaction time,
transaction amount, and features after PCA transformation. These analytical results
provide guidance for feature selection and feature engineering.

The second objective is to examine whether unsupervised methods can provide
additional risk information. Specifically, the K-means clustering algorithm is
employed to identify transaction clusters with different fraud risk levels, while the
Apriori association rule mining technique is used to discover high-risk feature
combinations.

The third objective is to utilize XGBoost to construct a supervised fraud detection
model within a non-data-leaking imbalanced learning process. we aim to evaluate
whether the designed features can improve predictive performance under severe class
imbalance.

Finally, we aim to translate model outputs into actionable risk control strategies
through threshold optimization and a multi-level risk stratification framework.

1.4. Research Roadmap and Methodology Overview
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Our overall workflow comprises four main phases. First, exploratory analysis is
conducted to examine statistical patterns related to fraud; second, K-means clustering
and Apriori association rule mining techniques are employed to generate additional
risk-related features; third, we train and evaluate supervised learning models in a data-
leakage-free imbalanced learning process; and finally, we utilize SHAP analysis and
threshold optimization to support model interpretation and practical application.

The remainder of this paper is organized as follows: Section 2 describes the dataset,
feature engineering process, and modeling methods; Section 3 presents the
experimental results and model evaluation, along with an analysis of interpretability
and the proposal of a risk stratification strategy; Section 4 summarizes our work and
discusses its limitations and directions for future research.

2. Materials and Methods
2.1. Dataset Description

We utilized a European credit card transaction dataset recorded over two
consecutive days in September 2013. After removing 60 duplicate records, the
cleaned dataset contained 283,726 unique transaction records, of which 473 were
identified as fraudulent transactions. The resulting fraud rate of 0.17% reflects severe

class imbalance, with a ratio of legitimate to fraudulent transactions of approximately
599:1.

The dataset contains 30 features: V1-V28 are features derived from the PCA
transformation of raw transaction attributes, along with time and amount features.
There are no missing values in the data. In this extremely imbalanced scenario, we
used a simple classifier to predict all instances, achieving an accuracy of 99.83%.
Therefore, we did not use accuracy or ROC-AUC as the primary evaluation metrics,
but instead adopted precision-recall area under the curve (PR-AUC) as the primary
evaluation metric. Table 1 summarizes the key characteristics of this dataset. Table 1
summarizes the key characteristics of this dataset.

Table 1. Dataset Overview and Class Distribution

Property Value
Transactions (after deduplication) 283,726
Fraudulent / Legitimate 473 (0.17%) / 283,253 (99.83%)
Imbalance ratio 599:1
Features 30 (V1-V28, Time, Amount)
Missing values 0
Amount range 0-25,691.16 EUR

2.2. Feature Engineering and Exploratory Insights

Based on the results of the previous unsupervised analysis, we developed a feature
engineering strategy. The workflow is shown in Figure 1.
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Time, Amount Hour, Amount Leg, Amount_vs_Media
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Figure 1. Feature Engineering Flowchart.
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The discriminatory power of these optimized features will be evaluated in Section 3,
which will also provide a further analysis of risk patterns based on the time dimension
and quantitative metrics (see Figure 3 and Figure 4).
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Figure 2. Optimal cluster number (K) evaluation using elbow method and silhouette scores.

First, several features are derived from the original “Time” and “Amount” variables.

From the “Time” variable, we extracted “Hour” to represent trading sessions
throughout the day; “Amount Log” was used to log-transform transaction amounts to
reduce their skewness; and “Amount Log” was used to measure the deviation of a
given transaction from the median expenditure.

Second, based on the Cohen’s d values, we selected the top eight PCA features for
modeling, including V14, V4, V12, V11, V10, V3, V16, and V17. These features
demonstrate stronger statistical separation between fraudulent and legitimate
transactions.

Third, we applied the k-means clustering algorithm k = 3 to generate cluster label
features.

Finally, we employed a priori association rule mining to construct a binary
Rule Hit metric for identifying transactions that match high-confidence fraud patterns.
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Cohen’s d measures the standardized mean difference between two groups:

d= Xiraud ~Xlegit (n;— 1)51+(n2 1)52 1
- > Spooled — ,—2 ( )
Spooled npTny—

Where and are group means, and is the spooled standard deviation.
Values of |d| > 0.8 are conventionally considered large effects.

2.3. Cluster Analysis

We applied the k-means clustering algorithm to the top 8 standardized PCA features
to reveal the natural grouping structure of transaction behavior. We selected the
optimal clustering k value by conducting a dual test using the elbow criterion and the
silhouette coefficient. As shown in Figure 2 and Figure 3, we ultimately determined
that the optimal number of clusters is k=3. The three clusters exhibit distinct risk
characteristics: Cluster 0 contains 11,925 transactions, accounting for 4.20% of the
total, with a fraud rate of 0.335%, which is 2.01 times higher than the overall average.
It is characterized by a mean transaction amount of €756.76, which is relatively high
and concentrated in the afternoon hours; Cluster 1 contains 271,187 transactions,
accounting for 95.58% of the total, with a fraud rate of 0.159%, slightly below the
average, and transaction amounts are relatively low and distributed across all time
periods throughout the day; Cluster 2 contains 614 transactions, accounting for 0.22%
of the total, with a fraud rate of 0.163%. The transaction amounts in this cluster are
extremely high, with a mean of €3,425.16. These characteristics indicate that the
cluster analysis effectively captures the heterogeneous nature of risk. Cluster 2 is
relatively small, and the contribution of its features to the model is very weak,
resulting in a statistically unstable fraud rate. Nevertheless, this cluster still provides
important global risk context information at the lowest inference cost.

Table 2. Cluster Risk Profiles and Transaction Characteristics.

Cluster Count | Proportion | Fraud Rate AV%E%nﬁ(;unt Nighttime % | Risk Level
0 R 0.335% . .
(Medium) | 1192 4.20% 0.01) 756.76 18.3% Medium
1 (Low) | 271,187 | 95.58% 0.159% 51.53 12.1% Low
2 (High- 614 0.22% 0.163% 3.425.16 8.7% Low
Value)
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Figure 3. Transaction clustering structure and fraud distribution across clusters.

2.4. Association Rule Mining

As shown in Figure 4, we employed association rule mining to explore the data,
with the aim of identifying feature combinations that co-occur with fraudulent
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behavior. This analysis was conducted on the training set to ensure that the findings
remain descriptive and to prevent future information from influencing the model
evaluation. For the continuous features V14, V4, V12, time period, and amount/log,
we divided them into low, medium, and high intervals using the 33rd and 67th
percentile thresholds. Subsequently, the Apriori algorithm was employed for
association rule mining. With the target outcome “Fraud = 1” as the criterion, the
minimum support was set to 0.0005 and the minimum confidence to 0.8. The resulting
association rules were sorted in descending order based on lift and confidence. The
top-ranked strong association rules indicate that when a transaction simultaneously
meets three conditions—V14 is low, V4 is low, and the transaction time slot is
between 0 and 6 (nighttime)—it exhibits a very strong association with fraudulent
transactions. This rule has a confidence level above 0.90 and a lift exceeding 120.
Previous exploratory analysis also concluded that the risk of fraud in nighttime
transactions increases significantly, and these two findings corroborate each other.
Based on these mining results, we converted transactions matching the high-risk
association rules into a binary feature, Rule Hit, and incorporated it into the feature
set for subsequent supervised learning modeling.

The key metrics for rule evaluation are formally defined as:

Support(A  B)=P(A n B) =22 @)
Confidence(A - B) = P(BJA) = % 3)

P(BJA) _ Confidence(A - B)

Lif(A - B) == oo 4)

where A denotes the antecedent (feature conditions), B denotes the consequent
(Fraud = 1), and N is the total number of transactions. Rules with Confidence > 0.8
and Lift > 50 are retained for the Rule Hit feature.
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Figure 4. High-risk behavior combination analysis showing fraud rate by feature interactions.

To prevent data leakage, discretization thresholds were derived exclusively from the
training fold, and the Rule Hit feature was applied to validation/test folds using these
thresholds. (Table 3 presents the discovered rules).

Table 3. Top High-Confidence Fraud Association Rules.

Antecedent — Fraud Confidence Lift Coverage

V10 Med A\ V14 Low 100% 599.8 48
V16 Med A V10 Med /A V4 Med 100% 599.8 45
V10 Med A V11_Med /\ Afternoon 100% 599.8 40

V11 High /A V10 Med 100% 599.8 37

Submitted to Data Research, page 88-97 www.itspoa.com/journal/data




Volume 10, Issue 4, 2026 ISSN: 2617-4537 IrlﬁS
DOT: https://doi.org/10.31058/j.data.2026.10407

V16 Med /\ V10 Med /\ Afternoon 97.8% 586.8 45

V12 Med A V10 Med A V4 Med 97.8% 586.5 44

2.5. Model Architecture and Training Pipeline

For supervised modeling, XGBoost is used as the primary classifier, selected for its
strong performance on tabular data and its support for cost-sensitive learning. The
model is trained within an ImbPipeline consisting of Robust Scaler, SMOTE, and
XGBoost.

To address the 599:1 class imbalance, SMOTE oversampling is applied only to the
training folds. SMOTE works by generating synthetic minority instances through
interpolation.

Formally, for a minority instance and a randomly selected neighbor among its k-
nearest neighbors, a synthetic sample is generated as:

Xpew = X; T A (Xnn - Xi)a A U(Ovl) (5)

This expands the decision boundary with controlled variability, unlike random
oversampling, which merely duplicates existing samples. In addition, the
scale pose weight parameter is set to 599 to further penalize misclassification of the
minority class.

In our subsequent selection of a scaling method, we chose the robust scaling
method primarily because there were significant outliers among the Principal
Component Analysis (PCA) features; for example, the proportion of outliers in the
fraudulent transactions dataset (V3) was significantly higher. Furthermore, compared
to the standard scaling method, the robust scaling method is less sensitive to outliers.

The XGBoost hyperparameters are: learning rate = 0.05, max depth = 6,
subsample = 0.8, colsample bytree = 0.8, n_estimators = 200, with early stopping
based on validation PR-AUC.

2.6. Cross-Validation Strategy and Temporal Evaluation

We employed a stratified 5-fold cross-validation method, running the process five
times with different random seeds to obtain robust performance evaluation results that
reflect the characteristics of the variance. PR-AUC was used as the primary evaluation
metric in all model selection and comparison decisions, as ROC-AUC is known to
exhibit an optimism bias under extreme class imbalance; even if a model fails to
detect most fraud cases, it may still achieve a high ROC-AUC value [8].

This process ensures that the validation folds retain the original class distribution.
Therefore, the difference between the PR-AUC of the cross-validation (CV) set and
the test set reflects the difficulty of generalization under class-imbalanced conditions.

To assess temporal robustness, we also evaluated all models under a temporal split,
using the first 80% of transactions in chronological order for training and the last 20%
for testing. This simulates the practical deployment scenario where the model is
applied to future transactions that may change over time.

3. Results and Discussion

3.1. Exploratory Feature Analysis
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Prior to model training, we evaluated the discriminatory power of all 30 features
using a four-component complementary metric system: Cohen’s d effect size,
univariate AUC, the Kolmogorov-Smirnov statistic, and point-bisequential correlation
with the binary fraud label. This multi-metric evaluation method provides robust
ranking results and does not rely on any single statistical assumption.

Table 4 lists the top 10 features. V14 exhibits the strongest discriminatory power,
followed by V4 and VI12. These three features alone account for a significant
proportion of the separable fraud signals.

As shown in the analysis in Figure 7, aside from PCA features, fraudulent
transactions are highly concentrated during the night, specifically between midnight
and 6 a.m., with a fraud rate 2 to 3 times higher than the daytime average. At the same
time, transactions involving extremely small amounts also exhibit abnormally high
fraud rates, which is consistent with fraudsters testing stolen cards through small
transactions before making large withdrawals.

Exploratory analysis indicates that fraudulent transactions differ from legitimate
transactions in three key dimensions: (a) a few PCA features, particularly V14, V4,
and V12, exhibit significant distribution differences (Cohen’s d > 1.8); (b) Fraudulent
activity is concentrated during nighttime hours; (c) Micro-transactions (<1 euro) carry
an abnormally high risk of fraud. These findings directly inform feature selection, the
inclusion of time variables, and the association rules identified in subsequent analyses.

(a) Top 10 Feature Single-AUC (b) Top 6 Features Distribution (¢) Feature-Fraud Correlation
higher = stronger discriminability) {Normal vs Fraud box comparison) (red=negative, blue=positive)
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Figure 6. Key feature discriminative power analysis showing AUC scores and distribution
comparison.

Table 4. Feature Discriminative Power Ranking.

Feature Cohen's d AUC KS || Rank
V14 2.228 0.947 0.838 0.293 1
V4 1.985 0.936 0.761 0.129 2
V12 1.848 0.934 0.777 0.251 3
Vi1 1.844 0.915 0.747 0.149 4
V10 1.603 0911 0.797 0.207 5
V3 1.350 0.909 0.695 0.182 6
V16 1.445 0.841 0.678 0.187 7
V17 1.307 0.800 0.736 0.313 8
V9 1.325 0.841 0.575 0.094 9
V7 1.054 0.830 0.652 0.172 10
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Figure 7. Analysis of Fraud Risks by Time Period, Distribution of Transaction Amounts Across
Different Amount Ranges, and Analysis of Fraud Rates.

3.2. Supervised Model Comparison

Model comparison was conducted using the SMOTE method and 5-fold cross-
validation. Under the same ImbPipeline settings, XGBoost was compared with
Random Forest and Logistic Regression models. As shown in Figure 8 and Table 5,
among the three models, XGBoost achieved the highest test PR-AUC value at 0.7904
+ 0.0089, followed by Random Forest. Although the ROC-AUC value of the Logistic
Regression model was as high as 0.9665, its test PR-AUC value was significantly
lower at only 0.6571. This result is consistent with the findings of Saito and
Rehmsmeier (2015), who noted that the ROC-AUC can be misleading under
conditions of extreme class imbalance. Furthermore, XGBoost exhibited the smallest
difference between its cross-validation and test PR-AUC values, outperforming both
Random Forest and Logistic Regression numerically, while requiring significantly
less training time than Random Forest. Based on these results, we selected XGBoost
as the primary classifier.
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Figure 8. Fraud prediction model comprehensive comparison including PR-AUC, ROC curves,
and confusion matrices.
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Table 5. Supervised Model Performance Comparison.

CV PR- Test PR- Training Time
Model e e ROC-AUC KS -
08794+ | 0.7904< | 093580+ | 08421<
XGBoost 0.0056 0.0089 0.0034 0.0087 12112
08834+ | 07812+ | 09556+ | 08513+
Random Forest 0.0048 0.0072 0.0041 0.0065 144.3+8.7
Logistic 08471+ | 06571+ | 09665+ | 08532+ 5103
Regression 0.0067 0.0114 0.0028 0.0079 > £0.

3.3. Ablation Study on Unsupervised Feature Contributions

We employed an ablation analysis to evaluate the respective contributions of
clustering labels and association rules. As shown in Table 6, removing the Rule Hit
metric reduces the test PR-AUC by 1.05%, while removing the Cluster feature results
in a 0.22% decrease in PR-AUC; removing both features simultaneously leads to a
combined reduction of 1.38% in PR-AUC. The PR-AUC value obtained using only
the PCA baseline model is 0.7752. These results indicate that both unsupervised
methods provide useful predictive signals beyond the original PCA components.
Although the clustering feature yields only a moderate improvement, the rule-based
metric contributes more significantly to the final model’s performance.

Table 6. Ablation Study Results for Unsupervised Feature Contributions.

Configuration Features Test PR-AUC A PR-AUC
Full model 8 PCA + 3 Domain + Cluster + Rules 0.7904 —
w/o Cluster 8 PCA + 3 Domain + Rules 0.7887 —0.22%

w/o Rules 8 PCA + 3 Domain + Cluster 0.7821 —1.05%
w/o Both 8 PCA + 3 Domain 0.7795 —1.38%
PCA-only 8 PCA features 0.7752 —2.01%

3.4. Temporal Robustness Analysis

To evaluate the model’s performance under time drift conditions, time-ordered data
splitting was compared with random stratified splitting. Table 7 shows that under
chronological partitioning, the test PR-AUC dropped to 0.7621, a 3.58% decrease
compared to random partitioning. This performance decline indicates the presence of
temporal drift, as recent fraud patterns may differ from historical ones. Therefore, in
practical deployment, the model needs to be periodically retrained using the latest
transaction data window to maintain its detection capability.

Table 7. Temporal Validation Strategy Comparison.

Validation Strategy Train Test PR-AUC | A vs Random
Random stratified | 80% (stratified) 20% (stratified) 0.7904 —
Time-ordered First 80% (by Time) Last 20% (by Time) 0.7621 —3.58%

3.5. SHAP Feature Importance and Interpretability Analysis

We applied the SHAP method to analyze feature importance in the trained
XGBoost model (Figure 9 and Table 8).

Among all features, V14 and V4 exhibited the highest SHAP values, consistent
with the results of the previous discriminant analysis. The time factor also ranked
highly, indicating that transaction time has a significant impact on fraud prediction.
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The SHAP swarm plot shows that transactions during late-night hours tend to increase
the predicted fraud probability.

The Amount_Log feature ranked among the top features, while the contributions of
the Rule Hit and Cluster features were relatively small. Overall, the results of the
SHAP analysis are largely consistent with the statistical patterns observed in the
exploratory analysis.

SHAP Feature Impact Beeswarm Plot

High
AVZ 1 - ——M—-—-’«_—————-- - -
vz - ---——*—‘*—- -
vio e .
via - ——--.-— - .- -
v11 P —-‘-.*— -
v3 - —— -
v16 Sae _’._
va i 2
Amount —+'—' %
Amount__Micro *— E
Hour - —+°
Is_ Night --.——'.
v10_Medium 4§ -
Cluster -‘—- -

V12 _ Medium ’
V14_Low I
v11_High '

Low
-0.3 -0.2 0.1 0.0 0.1 0.2

sHAP valué (impact on model output)

Figure 9. SHAP feature impact beeswarm plot showing importance and direction of top features.

Table 8. SHAP Feature Importance and Source Attribution.

Feature SHAP Imp. Source Cohen's d

V14 2.353 PCA 2.228

V4 2.125 PCA 1.985
Hour 1.208 Domain-derived —

V10 0.968 PCA 1.603

Vi1 0.911 PCA 1.844

VI2 0.842 PCA 1.848
Amount Log 0.618 Domain-derived —

3.6. Risk Stratification Framework

Based on the predicted fraud probability (Table 9), we developed a five-tier risk
stratification strategy.

Transaction Volume vs Fraud Capture by Risk Tier Transaction Count by Risk Tier

e Transaction Volume % 140000 138,137

50 = Fraud Captured %
0 120000
108,265
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Figure 10. Risk stratification showing transaction volume and fraud capture rate by risk tier.
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Transactions in the critical tier are assigned the highest fraud probability (Figure 10)
and can be blocked immediately. High-risk transactions are suitable for manual
review, while medium-risk transactions may require additional verification. The low-
risk and lowest tiers contain the majority of legitimate transactions and require
virtually no intervention.

Table 9. Five-Tier Risk Stratification Framework.

Tier Prob. Range Count Fraud % | Capture % Action
CRITICAL | >0.9998 284 (0.10%) 96.13 57.72 Automated blocking
HIGH 0.16 — 0.9998 1,135 (0.40%) 16.30 39.11 Manual review
MEDIUM | 0.057-0.16 1,419 (0.50%) 0.00 0.00 Verify

LOW 0.005-0.057 | 11,349 (4.00%) 0.026 0.63 Monitor
269,539
MINIMAL | <0.005 (95.05%) 0.004 2.54 Pass

3.7. Decision Threshold Optimization

Researchers evaluated different classification thresholds to examine the trade-off
between precision and recall (Table 10). Due to the severe imbalance in the fraud
detection dataset, adjusting the threshold significantly affects the number of false
positives and false negatives.

When the threshold is set to 0.68, the model’s F2 score reaches 0.774, with 35 false
positives and 19 false negatives. Lowering the threshold improves recall but increases
the number of false positives; conversely, raising the threshold enhances precision but
weakens fraud detection capabilities. Therefore, 0.68 was selected as the threshold.

We selected the F2 score as the primary threshold evaluation metric because, in
fraud detection tasks, recall is generally more important than precision.

The F-score is defined as:
Fp=(1+p) (©)

With B = 2, the F, score weights recall twice as heavily as precision, reflecting the
higher cost of missed fraud cases relative to false alarms.

Precision Recall
(B? Precision)+Recall

Overall, the threshold analysis shows that the model can maintain relatively high
fraud detection performance while controlling the number of false positives through
appropriate threshold selection.

Table 10. Classification Threshold Optimization Analysis.

Threshold Precision Recall F: FP FN
0.1 0.2 0.842 0.513 320 15
0.3 0.394 0.8 0.663 117 19
0.5 0.543 0.8 0.731 64 19
0.68 0.685 0.8 0.774 35 19
0.83 0.789 0.789 0.789 20 20

4. Conclusions

4.1. Conclusions

Based on a European credit card dataset, we explore a fraud detection framework
suitable for highly imbalanced credit card transaction data.
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Exploratory analysis reveals significant statistical differences between fraudulent
and legitimate transactions. Multiple Principal Component Analysis (PCA) features,
particularly V14, V4, and V12, demonstrate clear class separation effects.

Fraud cases occur more frequently and are more concentrated during nighttime
hours and in small-value transactions.

By further employing K-means clustering and Apriori association rule mining
techniques, additional features were generated for supervised learning modeling.
Meanwhile, ablation experiment results indicate that the Rule Hit feature
significantly outperforms the cluster-label feature in improving PR-AUC, although
both provide complementary information. Among the evaluated models, XGBoost
achieved the best overall performance, with a test PR-AUC of 0.7904 £+ 0.0089.
SHAP analysis indicates that the model’s predictions are primarily influenced by
several key features, including V14, V4, and Hour. Finally, a five-tier risk
stratification strategy was constructed based on predicted fraud probabilities.
Experimental results show that the majority of fraud cases can be identified within a
relatively small proportion of transactions. Overall, we demonstrate that, under
conditions of severe class imbalance, combining exploratory analysis, feature
engineering, and imbalanced learning methods can improve fraud detection
performance.

4.2. Theoretical and Practical Contributions

We integrate exploratory analysis, unsupervised feature generation, and supervised
learning into a unified fraud detection workflow. The results show that, under severe
class imbalance, clustering features and association rule metrics can provide
additional information for fraud prediction. From a methodological perspective, we
employ SMOTE in the cross-validation process to mitigate data leakage during model
evaluation. PR-AUC was selected as the primary evaluation metric because it is more
suitable for highly imbalanced fraud detection tasks. Furthermore, we propose a five-
level risk stratification strategy to translate predicted fraud probabilities into different
levels of intervention measures, including blocking, verification, and manual review.

4.3. Limitations

The dataset covers transaction records from a single European card issuer over a
two-day period, which may limit the model’s generalization ability across different
geographic regions, card types, and fraud types. Time-series drift analysis shows that
the PR-AUC metric decreased by 3.58% after splitting the data chronologically,
highlighting the necessity of periodically retraining the model. After the V1-V28 data
was anonymized via PCA, business-level insights could not be directly derived from
these features, thereby limiting the ability to design feature-level operational rules.
Finally, the SMOTE method may cause a shift in the data distribution by generating
synthetic samples that do not reflect real fraud patterns.

4.4. Future Work

Future research should explore more targeted oversampling strategies, such as
boundary SMOTE or ADASYN, to mitigate the distribution shift caused by the
standard SMOTE method. Additionally, online learning mechanisms could be
established to enable the model to continuously adapt to evolving fraud patterns
without requiring complete retraining.
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